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INTRODUCTION

In the realm of cybersecurity, one of the most effective attack vectors does not involve
sophisticated hacking tools or technical exploits. Instead, it preys on human
psychology. Social engineering attacks manipulate individuals into divulging
confidential information or performing actions that compromise security. This type of
attack is often seen as the "art of deception,” as it bypasses technological defenses by
targeting the human element, which is often the weakest link in the security chain. In
this white paper, we will explore the different types of social engineering attacks,
notable incidents, and how organizations can defend against them.
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Words from the Founders

OmegaBlack is committed to protecting your organization by scanning the dark
web for threats that are a risk to your company. We provide a wide range of
external security services to uncover unforeseen threats before they are exploited
by threat actors.

At OmegaBlack, we bring together
over 30 years of combined
experience in cybersecurity,
dedicated to helping organizations
navigate the complexities of today’s
threat landscape.

In our commitment to empowering
enterprises, we recognize the critical
importance of robust threat
intelligence. Our mission is to provide
you with the insights and tools
necessary to anticipate and mitigate
potential threats effectively.

This white paper represents our
ongoing effort to share valuable
knowledge and best practices in
threat intelligence. We hope it serves
LA as a useful resource in your journey
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Introduction

In the realm of cybersecurity, one of the most effective attack vectors does not involve
sophisticated hacking tools or technical exploits. Instead, it preys on human
psychology. Social engineering attacks manipulate individuals into divulging
confidential information or performing actions that compromise security. This type of
attack is often seen as the "art of deception,” as it bypasses technological defenses by
targeting the human element, which is often the weakest link in the security chain. In
this white paper, we will explore the different types of social engineering attacks,
notable incidents, and how organizations can defend against them.

1. WHAT IS SOCIAL ENGINEERING?

Social engineering is a form of cyberattack that relies on manipulation and
psychological tactics to trick individuals into revealing sensitive information, granting
unauthorized access, or performing risky actions. Unlike traditional cyberattacks that
exploit system vulnerabilities, social engineering attacks exploit human vulnerabilities
by manipulating emotions such as trust, fear, curiosity, or greed.

The success of social engineering is largely due to its ability to bypass even the most
advanced security measures by targeting the people who use the systems. Whether
through impersonation, urgency, or misdirection, social engineers aim to lower their
target's guard and exploit human behavior to gain access to sensitive systems or
data.

2. TYPES OF SOCIAL ENGINEERING ATTACKS

Social engineering can take many forms, both in the digital and physical worlds. The
following are some of the most common types of social engineering attacks:

2.1 Phishing

Phishing is the most prevalent type of social engineering attack. In phishing attacks,
attackers send fraudulent emails or messages that appear to come from legitimate
sources, such as trusted companies or colleagues. These messages often contain
malicious links or attachments designed to steal sensitive information like login
credentials, financial data, or personal information. Q)

(1) https:/ [attack.mitre.org/techniques/T1566/
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Variants of Phishing

e Spear Phishing: A targeted phishing attack that focuses on specific individuals or
organizations, often based on prior research to make the attack more convincing.

¢ Whaling: A form of phishing that targets high-profile individuals, such as
executives or government officials, with tailored messages.

« Smishing and Vishing: Phishing attempts that take place over SMS (smishing) or
phone calls (vishing) instead of email. (2)

EXAMPLE:

n 2016, a phishing attack targeting Democratic National Committee (DNC) staffers led
to the breach of sensitive political emails, impacting the U.S. presidential election.

2.2 PRETEXTING

In pretexting, attackers create a fabricated scenario or pretext to gain the victim's trust
and obtain sensitive information. The attacker might pose as someone in authority,
such as an IT administrator, government official, or even a coworker, to convince the
target to share personal or confidential data. (3)

Tactics:
e Building a credible story or context to persuade the victim to divulge information.
e Creating a sense of urgency or authority to lower the target's defenses.

EXAMPLE:

-An attacker might call a company's help desk, pretending to be an employee who has
lost access to their account, to reset passwords and gain unauthorized access.

2.3 BAITING

Baiting involves offering something enticing to lure the victim into a trap. This could be
a physical item, such as a USB drive left in a public place, or a digital offer, like free
music downloads or software, which in reality contain malicious payloads like
malware or ransomware.

(2) https://attack.mitre.org/techniques/T1566/004/ (3) https://capec.mitre.org/data/definitions/407.html
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Physical Baiting
The attacker leaves an infected USB drive in a public area, hoping someone will pick it
up and plug it into their computer, thus infecting the system.

Digital Baiting
Online baiting often involves offering free or pirated software downloads that contain
malware.

EXAMPLE:
A common tactic involves leaving USB drives labeled "confidential” or “payroll” in a

company parking lot. When employees plug the drive into their computer out of
curiosity, they inadvertently introduce malware into the corporate network.

2.4 TAILGAITING (PIGGYBACKING)

Tailgating, or piggybacking, is a physical social engineering attack where an
unauthorized individual gains access to restricted areas by following an authorized
person. This method exploits human behavior, such as politeness or the assumption
that the person behind them has legitimate access. (4)

Tactics:
e Following an employee into a secure building by pretending to have forgotten their
access card.
e Exploiting physical security weaknesses, such as unattended doors or access
points.

EXAMPLE:

An attacker dressed as a delivery person might tailgate an employee into a secure
areq, bypassing keycard access controls.

2.5 QUID PRO QUO

In a quid pro quo attack, the attacker offers something in exchange for information or
access. For example, the attacker may impersonate tech support and offer to *fix" a
non-existent issue, but in reality, they are trying to gain access to the victim'’s system
or data.

(4) https://[www.techtarget.com/whatis/definition/tailgating-piggybacking
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Tactics:
e Offering fake technical support services in exchange for login credentials.
e Posing as a researcher or charity worker asking for information in exchange for
rewards.

EXAMPLE:

An attacker posing as an IT support technician calls an employee and offers to
‘resolve” an issue with their computer. Once the employee provides login credentials
or remote access, the attacker installs malware or steals sensitive data.

3. NOTEABLE SOCIAL ENGINEERING ATTACKS

Social engineering attacks have been used to devastating effect in both corporate
and governmental environments. Some of the most notable incidents include:

3.1 Twitter Bitcoin Scam (2020)

In July 2020, attackers used social engineering to gain access to Twitter’s internal
systems by manipulating employees into sharing their credentials. This breach
allowed the attackers to take over high-profile accounts, including those of Elon Musk,
Barack Obama, and Bill Gates, to promote a Bitcoin scam. The attackers tricked
followers into sending Bitcoin by promising to double any amount sent. (5) The
incident raised awareness about the risks of social engineering within critical
infrastructure.

3.2 Target Data Breach (2013)

The 2013 Target data breach resulted in the theft of 40 million credit and debit card
records. The attackers used social engineering to trick a third-party HVAC vendor into
divulging credentials, which the attackers then used to access Target's systems. (6)
This incident highlighted the role of social engineering in supply chain attacks and the
need for strong vendor management policies.

(5) https://www.dfs.ny.gov/Twitter _Report (6) https://www.commerce.senate.gov/services/files/24d3c229-4f2f-405d-b8db-a3a67f183883
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4. WHY SOCIAL ENGINEERING IS EFFECTIVE

Social engineering attacks are effective because they exploit inherent human traits
such as trust, curiosity, fear, and urgency. Unlike traditional cyberattacks that rely on
exploiting software vulnerabilities, social engineering attacks target the "human
vulnerability” that exists in all organizations. (7) Some factors contributing to their
success include:

¢ Trustin Authority: Social engineers often impersonate authority figures or trusted
entities, making it easier to deceive targets.

¢ Urgency: By creating a sense of urgency, attackers pressure victims to act quickly,
bypassing usual security checks or protocols.

¢ Lack of Awareness: Many individuals and organizations are unaware of social
engineering tactics, making them more susceptible to these types of attacks.

5. MITIGATING SOCIAL ENGINEERING ATTACKS

While social engineering attacks can be difficult to defend against, organizations can
take several proactive measures to reduce their risk. These defenses focus on
education, awareness, and procedural controls.

5.1 SECURITY AWARENESS TRAINING

The most effective defense against social engineering is security awareness training.
Employees should be regularly trained to recognize common social engineering
tactics, such as phishing, pretexting, and tailgating. Training should include:

e How to identify suspicious emails, calls, or requests for information.
e Best practices for password management and multi-factor authentication.
e Protocols for verifying the identity of individuals requesting sensitive information.

[ ]
5.2 Implementing Multi-Factor Authentication (MFA);
[ ]
Multi-factor authentication (MFA) provides an additional layer of security by requiring °
users to verify their identity through multiple methods. Even if an attacker obtains a :
victim’s login credentials through phishing or other social engineering tactics, MFA can .
prevent unauthorized access. °
[ ]
[
°

(7) https:/[plextrac.com/blog/why-social-engineering-is-so-effective/
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5.3 Strengthening Physical Security

Organizations should enforce physical security measures to prevent tailgating and
other physical forms of social engineering. This includes:

e Requiring employees to use access cards or biometric authentication for secure
areas.

e Encouraging a “challenge culture,” where employees are trained to challenge
individuals who attempt to enter secure areas without proper authorization.

5.4 Incident Response Plans

Organizations should develop and maintain incident response plans to address social
engineering attacks. This includes protocols for responding to phishing incidents,
reporting suspicious activity, and mitigating potential damage from successful
attacks.

5.5 Regular Phishing Simulations

Running phishing simulations helps reinforce awareness and educate employees
about recognizing malicious emails. Simulations provide real-world practice and allow
organizations to measure employee responses, offering further training to those who
fail to recognize phishing attempts.

Conclusion

Social engineering attacks represent a significant and growing threat to organizations,
as they exploit human psychology rather than technological vulnerabilities. Phishing,
pretexting, baiting, and other tactics allow attackers to manipulate individuals into
compromising security. However, with a strong focus on employee training,
implementing multi-factor authentication, and enforcing physical security,
organizations can significantly reduce their risk of falling victim to these attacks. As the
threat landscape evolves, understanding and defending against social engineering
attacks must remain a key component of every cybersecurity strategy.
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How vulnerable is your organization?

Request a complimentary risk profile analysis and our team
will assess your organization’s vulnerability to potential
cyberattacks and provide a comprehensive evaluation.

Request Now

Dedicated to safeguarding your organization by proactively scanning the dark web for
threats that pose risks to your business.
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